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MODEL LOCAL GOVERNMENT

SOCIAL MEDIA POLICY

A.     
Purpose and Intent.   

The purpose and intent of this policy is to establish guidelines for employees who engage in social media activity as defined herein.  This policy is not intended to prohibit any employee’s personal expression in general or through social media activity in particular; however, because such activity can adversely affect the efficiency and effectiveness of [City/County] operations, as well as undermine public trust and confidence, a certain amount of regulation is necessary and appropriate.  This policy therefore attempts to strike a reasonable balance between the employees’ interest in engaging in social media activity and the [City/County]’s interest in preventing unnecessary disruption to or interference with its operations and relationship to the public it serves.  

B.   
Definitions.

1.
For purposes of this policy, the term “social media” is defined as the online technologies through which employees and other individuals engage in “social media activity” as defined below.  In most cases, the term refers to internet-based websites such as MySpace®, Facebook®, Twitter®, LinkedIn®, Google+®, YouTube®, Tumblr®, and Blogger®.  Online social media technologies covered by this policy also include, but are not limited to, such applications as web logs/blogs, video logs/vlogs, message boards, podcasts, and wikis.  


2.
For purposes of this policy, the term, “social media activity” is defined as the act of sharing information or otherwise communicating through social media, including, but not limited to, the posting, uploading, reviewing, downloading, and/or forwarding of text, audio recordings, video recordings, photographs/images, symbols, or hyperlinks.   

C.
Scope of Policy.

1.    This policy applies to all employees of the [City/County] without regard to whether their social media activity is conducted in or outside the workplace, while on or off-duty, or anonymously or through the use of pseudonyms.     

2.      This policy applies to all employees of the [City/County] without regard to job title, position or rank; however, with the approval of ____________________, the [Police/Sheriff’s Department/Office] and any other department or affiliated agency of the [City/County] having special or unique concerns pertaining to its employees’ social media activity may adopt and implement more restrictive SOP’s or other internal rules narrowly designed to address such concerns.  

D.   
Prohibitions on Social Media Activity. 

1.    All employees of the [City/County] should remain mindful that, as public servants, they are generally held to higher standards than the general public with regard to their on-duty and off-duty conduct, professionalism, and ethics.  As a result, certain social media activity that may be tolerated or even acceptable in the private sector may nevertheless constitute a violation of this policy.  

2.
Each employee of the [City/County] who engages in social media activity must take personal responsibility for ensuring that such activity is consistent with all policies of the [City/County], including, but not limited to, those pertaining to making false or misleading statements, promoting or endorsing violence or illegal activity, promoting or endorsing the abuse of alcohol or drugs, disparaging individuals or groups based on race, ethnicity, national origin, gender, sexual orientation, religion, disability, or other characteristics protected by law, or otherwise engaging in conduct unbecoming an employee of the [City/County], bringing discredit to the [City/County], or interfering with or detrimental to the mission or function of the [City/County].    

3.
Employees must refrain from engaging in any social media activity which disqualifies them from performing, or in any way reasonably calls into question their ability to objectively perform, any essential function of their jobs.  Examples of such functions include, but are not limited to, testifying, making hiring or promotion decisions or recommendations, conducting performance evaluations, and determining eligibility for [City/County] programs. 

4.
While any employee, at his/her discretion, may engage in social media activity with any other employee(s) consistent with the prohibitions, limitations and restrictions, and guidelines of this policy, no employee may be required or otherwise compelled to engage in such activity with another employee.   

5.
No employee, whether for purposes of engaging in social media activity or otherwise, may disclose or otherwise reveal any privileged or confidential information of the [City/County], any other current or former employee of the [City/County], or any applicant for employment with the [City/County].  

E.
Limitations and Restrictions on Social Media Activity.
1.
Employees are strongly discouraged from disclosing or otherwise revealing their status as employees of the [City/County] through social media and, except as otherwise authorized in advance by ____________________, are strictly prohibited from directly or indirectly representing themselves to be speaking on behalf of the [City/County].  Similarly, in the absence of prior approval, employees’ social media activity should not reveal or depict the [City/County]’s adopted logos, seals, symbols, uniforms, patches, badges, or similar items identified with the [City/County].  

2.
Except as otherwise authorized in advance by ____________________, if an employee’s status as an employee of the [City/County] is disclosed, revealed, or otherwise made apparent in connection with his/her social media activity, his/her social media activity must include a prominently displayed disclaimer to the effect that the activity reflects only the employee’s personal views or opinions and not those of the [City/County]; provided, however, that no disclaimer will shield an employee from the imposition of appropriate corrective and/or disciplinary action for social media activity which otherwise violates this policy.  Employees should recognize that social media activity is generally more likely to violate this policy and other policies of the [City/County] if their status as [City/County] employees is disclosed or revealed in connection therewith.  

3.
Except as otherwise authorized in advance by ____________________, no employee may utilize [City/County] computers or equipment for purposes of engaging in social media activity.  

4.
Except as otherwise authorized in advance by ____________________, no employee, whether for purposes of engaging in social media activity or otherwise, may post or upload any information, audio recordings, video recordings, photographs/images, etc. from [City/County] computers or equipment.  

5.
To preserve the continuity of the [City/County]’s message, ensure accuracy, and avoid unnecessary confusion in the community, except as otherwise authorized in advance by ___________________, employees should refrain from engaging in any social media activity that purports or serves to announce or explain the details of [City/County] programs, projects, activities, initiatives, or events.  

6.
Exceptions to the above-stated limitations and restrictions may be authorized by ____________________; provided, however, that any request for such an exception represents a promise by the employee that, if approved, the disclosure of information, photographs, audio, video, etc. via social media activity will be fully consistent with the letter and spirit of this and all other policies of the City, any internal SOP’s or rules adopted by his/her department director, as well as any laws pertaining to copyrights, trademarks, trade secrets, patents, and privacy and reputational rights.  

7.
The [City/County] reserves the right to require any employee to remove immediately any posted or uploaded text, audio recordings, video recordings, photographs/images, etc. (even if previously approved) if such posted material constitutes a violation of this policy or other [City/County] policies.

F.
Application to Other Policies.

All personnel policies of the [City/County] relating to employee conduct apply equally to conduct that occurs through social media.  This includes, but is not limited to, policies relating to discrimination, harassment, retaliation, workplace violence, conflicts of interest, and political activity.  Any conflicts or inconsistencies between this policy and any one or more other policies shall be resolved by ____________________.  

G.
Duty to Report.
All employees have an ongoing duty to report any violations of this policy by any other employee.  The [City/County] considers this duty to report to be a critical component of its efforts to enforce this policy, and thereby ensure the safety, well-being, morale, and efficiency of its employees, preserve its reputation and goodwill in the community, and avoid or minimize unnecessary disruptions to or interference with its operations and service to the public.  

H.   
No Expectation of Privacy in Social Media Activity.
1.
[City/County] employees should be aware that social media activity is not secure or private, even if active steps are taken to restrict access.  Once information has been posted or exchanged via social media, it is generally trackable, traceable, and accessible indefinitely.  For this reason, and consistent with the [City/County]’s current [Name of Policy re: Employee Use of Internet & Email], employees should have no expectation of privacy in any social media activity conducted in the workplace and/or on-duty or in any social media activity which otherwise directly or indirectly relates to or affects the [City/County], any of its departments, or its employees.  

2.
The [City/County] reserves the right to inspect or monitor any social media activity engaged in by its employees using [City/County]-owned computers or other electronic equipment or devices.  In addition, employees may be required to provide access to any social media websites or other applications in which they participate upon a determination by the City that there is reasonable suspicion to believe that such access will reveal evidence of a violation of this policy or any other [City/County] policy.  

I.   
Workplace and/or On-Duty Usage.   [OPTIONAL]
Because it recognizes that social media is an emerging form of communication, the [City/County] permits employees to engage in limited social media activity in the workplace and/or while on duty, similar to receiving a personal text message or a telephone call of limited duration.  Employees choosing to do so, however, are expected and required to use proper judgment and discretion, recognizing that even very brief periods of social media activity can collectively amount to significant periods of time.  Supervisors are authorized to restrict or prohibit workplace/on-duty social media activity, as appropriate.  

J.
Corrective and/or Disciplinary Action; Other Potential Consequences.

1.
Employees engaging in social media activity in violation of this policy will be held accountable, and corrective and/or disciplinary action, up to and including termination of employment, may be taken in accordance with the [City/County]’s disciplinary policies procedures. 

2.
If an employee is sued in part due to his/her social media activity under circumstances where the [City/County] would ordinarily provide a defense and/or indemnify the employee, the [City/County] reserves the right to withhold or withdraw such defense or indemnification in the event any such activity is found to violate this policy or any other policy of the [City/County].  

K.
Interpretation and Application.


1.
Nothing in this policy is intended to or will be applied in a manner that violates any employee’s constitutional rights, including rights to freedom of speech, expression, and association, or federal or state rights to engage in any statutorily-protected activity.  


2.
Any employee unsure about the application of this policy to any particular social media activity should seek guidance from ___________________________________ before engaging in such activity.  

3.
This policy is intended for internal use of the [City/County] only and should not be construed as establishing a higher duty or standard of care for purposes of any third party civil claims against the [City/County] and/or its employees.  A violation of this policy by an employee provides only a basis for corrective and/or disciplinary action against such employee by the [City/County]. 
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